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Overview of Networked system 

In today’s highly networked world, we can’t talk of computer security without talking of network security



Threats  Against  Networked  Applications

Passive Attack 

 Listen to the network and make use of the information without altering

Passive wiretapping attack

Traffic analysis

Most networks use a broadcast medium and it is easy to access other machines

packets

Utilities such as etherfind and tcpdump

Network management utilities such as SnifferPro

 Defense

Using switching tools rather than mere repeating hubs limits this possibility

Using cryptography; does not protect against traffic analysis
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Threats  Against  cont….
Active Attack

 An active attack threatens the integrity and availability of data being transmitted

The transmitted data is fully controlled by the intruder

The attacker can modify, extend, delete or play any data

 This is quite possible in TCP/IP since the frames and packets are not protected in

terms of authenticity and integrity

 Denial of service or degrading of service attack

Prevention of authorized access to resources

Examples:

E-mail bombing: flooding someone's mail store

Smurf attack: Sending a “ping” multicast or broadcast with a spoofed IP of a

victim. The recipients will respond with a “pong” to the victim

5



Active attacks cont….

 Spoofing attack: a situation in which one person or program successfully imitate
another by falsifying data and thereby gaining an illegitimate advantage.

IP spoofing: putting a wrong IP address in the source IP address of an IP packet

DNS spoofing: Changing the DNS information so that it directs to a wrong
machine

URL spoofing/Webpage phishing: a legitimate web page such as a bank's site is
reproduced in "look and feel" on another server under control of the attacker

E-mail address spoofing

ARP (Address Resolution Protocol) spoofing

 Session hijacking: -when a TCP connection is established between a client and a
server, all information is transmitted in clear and this can be exploited to hijack the
session
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SSH(Secure shell) Encryption

 provides an authenticated and encrypted path to the shell or operating system 

command interpreter.

 The SSH protocol involves negotiation between local and remote sites for encryption 

algorithm (for example, DES, IDEA, AES) and authentication (including public key 

and Kerberos).

 SSH protects against spoofing attacks and modification of data in communication.

SSL(Secure Sockets Layer) Encryption

 The SSL protocol was originally designed by Netscape to protect communication 

between a web browser and server.

 It is also known now as TLS, for transport layer security
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Controls against network attacks cont… 

 SSL interfaces between applications (such as browsers) and the TCP/IP protocols 

to provide server authentication, optional client authentication, and an encrypted 

communications channel between client and serve.

 IP Security (IPSec)is designed to address fundamental shortcomings such as being 

subject to spoofing, eavesdropping, and session hijacking, the IPSec protocol 

defines a standard means for handling encrypted data.

 IPSec is somewhat similar to SSL, in that it supports authentication and 

confidentiality. The basis of IPSec is what is called a security association, which is 

essentially the set of security parameters for a secured communication channel. 

 Kerberos is used for authentication between intelligent processes, such as client-

to-server tasks, or a user's workstation to other hosts. 
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➢E-mails transit through various servers before reaching their

destinations

➢By default, they are visible by anybody who has access to the

servers

➢SMTP protocol has security holes and operational limitations

➢E-mail security can be improved using tools and protocols like:
PGP and S-MIME

➢ PGP: Pretty Good Privacy

➢ S-MIME: Secure Multi-Purpose Internet Mail Extension

E-mail Security
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E-Mail Security - SMTP

➢SMTP Limitations - Can not transmit, or has a problem

with:

▪ Executable files, or other binary files (jpeg image)

▪ “national language” characters (non-ASCII)

▪ Messages over a certain size

▪ASCII to EBCDIC translation problems

▪ Lines longer than a certain length (72 to 254 characters)



➢ Philip R. Zimmerman is the creator of PGP

➢ PGP provides a confidentiality and authentication service that can be used

for electronic mail and file storage applications.

➢ Five services of PGP

E-mail Security - PGP

Function Algorithm Used

1. Digital Signature DSS/SHA or RSA/SHA

2. Message Encryption CAST, IDEA or three-key triple DES 

with Diffie-Hellman or RSA

3. Compression ZIP

4. E-mail Compatibility Radix-64 conversion

5. Segmentation -
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➢Enveloped Data: Encrypted content and encrypted session keys for

recipients

➢Signed Data: Message Digest encrypted with private key of

“signer.”

➢Clear-Signed Data: Signed but not encrypted

➢Signed and Enveloped Data: Various orderings for encrypting and

signing.

E-mail Security – S/MIME Functions
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More on Web Security

➢Web (WWW) as a client/server application running over the Internet or

TCP/IP intranet presents new challenges not well appreciated in the

context of the main stream computer/network security

➢ It is a very visible outlet for corporate and business transactions that

may lead to damages and loses

➢ Web servers are easy to configure and web content is easy to

develop and manage, but the underlying software is getting

extraordinarily complex that may hide many potential security flaws

➢ Web servers can be exploited as a launching pad to attack corporate

data systems as users are usually not aware of the risks.
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More on Web Security cont….

➢ Types of Web threats and counter measures:

➢ Integrity

➢ Data, memory and/or message modification

➢ Trojan horse browser

➢ → Cryptographic checksums

➢ Confidentiality

➢ Eavesdropping

➢ Theft of data from client & information from

Server

➢ Access to information about network

configuration

➢ Access to information about which client is

communicating

➢ → Encryption
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➢ Denial of Service

➢ Killing of user thread

➢ Machine flooding 

➢ Filling up disk/memory

➢ Isolating machine by DNS 

attacks

➢ → Detection and action 

(suspicious pattern)

➢ Authentication

➢ Impersonation 

➢ Data forgery

➢→ Cryptographic techniques



Firewall
 A Firewalls can be implemented as hardware based and software based, or a

combination of both. When you used together, they reduce the phishing attack to your
computer network.

 If your organization sends sensitive data over network then you can use Cisco Firewall

 And if you are in a home network then you can use Windows Firewall

 It is used to service outside networks connections, especially the Internet and dial-in
lines.

 A firewall forms a barrier through which the traffic going in each direction must pass.

 A firewall security policy dictates which traffic is authorized to pass in each direction.

 This is done in the real world

Countries protect themselves at their borders

Neighborhoods protect the whole neighborhood
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Firewall characteristics 

1. All traffic from inside to outside, and vice versa, must pass through the firewall.

This is achieved by physically blocking all access to the local network except via

the firewall.

2. Only authorized traffic, as defined by the local security policy, will be allowed to

pass. Various types of firewalls are used, which implement various types of

security policies.

3. The firewall itself is immune to penetration. This implies the use of a hardened

system with a secured operating system. Trusted computer systems are suitable

for hosting a firewall and often required in government applications.
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Firewall Characteristics cont….

 There are four general techniques that firewalls use to control access and enforce the site’s security

policy:

 Service control: Determines the types of Internet services that can be accessed, inbound or

outbound. The firewall may filter traffic on the basis of IP address, protocol, or port number; may

provide proxy software that receives and interprets each service request before passing it on; or

may host the server software itself, such as a Web or mail service.

 Direction control: Determines the direction in which particular service requests may be initiated

and allowed to flow through the firewall.

 User control: Controls access to a service according to which user is attempting to access it. This

feature is typically applied to users inside the firewall perimeter (local users). It may also be

applied to incoming traffic from external users.

 Behavior control: Controls how particular services are used. For example, the firewall may filter

e-mail to eliminate spam, or it may enable external access to only a portion of the information on a

local Web server.
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Firewall capabilities 

1. A firewall defines a single choke point that keeps unauthorized users out of the
protected network, prohibits potentially vulnerable services from entering or leaving
the network, and provides protection from various kinds of IP spoofing and routing
attacks. The use of a single choke point simplifies security management because
security capabilities are consolidated on a single system or set of systems.

2. A firewall provides a location for monitoring security-related events. Audits and
alarms can be implemented on the firewall system.

3. A firewall is a convenient platform for several Internet functions that are not
security related. These include a network address translator, which maps local
addresses to Internet addresses, and a network management function that audits or
logs Internet usage.

4. A firewall can serve as the platform for IPsec.
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Types of Firewall

i. Packet filtering firewall

ii. Stateful Inspection Firewalls

iii. Application-Level Gateway (Application proxy)

iv. Circuit-Level Gateway (Proxy)

Limitations of Firewall

1. The firewall cannot protect against attacks that bypass the firewall. Internal systems

may have dial-out capability to connect to an ISP. An internal LAN may support a

modem pool that provides dial-in capability for traveling employees and

telecommuters.
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Limitations of Firewall cont…

2. The firewall may not protect fully against internal threats, such as a irritated

employee or an employee who innocently cooperates with an external attacker.

3. An improperly secured wireless LAN may be accessed from outside the

organization. An internal firewall that separates portions of an enterprise network

cannot guard against wireless communications between local systems on different

sides of the internal firewall.

4. A laptop, PDA, or portable storage device may be used and infected outside the

corporate network, and then attached and used internally.
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Virtual Private Networks

 It consists of a set of computers that interconnect by means of a relatively unsecure

network and that make use of encryption and special protocols to provide security.

 A VPN allows the creation of private network over the Internet, enabling privacy

and tunneling of non TCP/IP protocol.

 VPN are used daily to give remote users and disjointed networks connectivity over

a public medium like the Internet instead of using expensive permanent means.
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VPN cont…..

 There are three types of VPN:

Remote Access VPNs: allows users to access the network remotely.

Site-to-site VPNs: allow a company to connect its remote sites to the

corporate backbone securely over the public medium like the internet.

Extranet VPNs: allows an organization’s suppliers, partners, and customers to

be connected to the corporate network in a limited way for business-to-

business (B2B) communications.
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Intrusion Detection
 Inevitably, the best intrusion prevention system will fail. A system's second line of

defense is intrusion detection. This interest is motivated by a number of

considerations, including the following:

1. If an intrusion is detected quickly enough, the intruder can be identified and ejected

from the system before any damage is done or any data are compromised.

2. An effective intrusion detection system can serve as a deterrent, so acting to prevent

intrusions.

3. Intrusion detection enables the collection of information about intrusion techniques

that can be used to strengthen the intrusion prevention facility.
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Intrusion Detection cont…. 
 The following approaches used to intrusion detection:

 Statistical anomaly detection: Involves the collection of data relating to the behavior of legitimate

users over a period of time.

1. Threshold detection

2. Profile based: A profile of the activity of each user is developed and used to detect changes in the

behavior of individual accounts.

 Rule-based detection: Involves an attempt to define a set of rules that can be used to decide that a

given behavior is that of an intruder.

1. Anomaly detection: Rules are developed to detect deviation from previous usage patterns.

2. Penetration identification: An expert system approach that searches for suspicious behavior.

25



Intrusion Detection cont…. 
 Honeypots: honeypots are decoy systems that are designed to lure a potential attacker

away from critical systems. Honeypots are designed to:

 divert an attacker from accessing critical systems.

 collect information about the attacker's activity.

 encourage the attacker to stay on the system long enough for administrators to respond.

 These systems are filled with fabricated information designed to appear valuable but that a

legitimate user of the system wouldn't access.

 Thus, any access to the honeypot is suspect. The system is instrumented with sensitive

monitors and event loggers that detect these accesses and collect information about the

attacker's activities.
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